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Agenda

• Balancing Security, Privacy & Consumer Demand

• Global Data Privacy Regulations

• The Key Principles of Data Protection

• Today’s Open Finance Standards

• How Does Open Finance Consent Work?

• The Future of Open Finance Data Protection

• Q&A



Balancing Security, 
Privacy & Consumer 
Demand
The key to success in an open data sharing ecosystem



The Balancing Act...
Consumer Demand

Security Privacy



A Look at Global 
Privacy Regulations
Understanding what has led us to this point



Global Data Privacy Regulation

Image Source: DLA Piper "Data Protection Laws Of the World” - https://www.dlapiperdataprotection.com



Privacy Regulations
US

• Privacy Act – 1974

• GLBA – 1999

• CCPA – 2020

• Digital Identity Act(s) – 2020-2022 (Proposed)

Canada

• Privacy Act – 1983

• PIPEDA – 2001 – 2004

• DCIA – proposed 2020 & 2022



Privacy Regulations
EU

• Data Protection Directive - 1995
• Replaced by GDPR

• GDPR – 2018
• Global Data Protection Regulation

UK

• PECR – 2004 - 2018

• UK-GDPR – 2020

• Data Protection Act – 2020



Open Finance and the 
Key Principles of Data 
Protection
How does Open Finance Intersect with Privacy Regulation?



Global Open Finance Regulations

Image Source: Konsentus 2024 https://www.konsentus.com/wp-content/uploads/The_World_of_Open_Banking_February_2023.pdf

https://www.konsentus.com/wp-content/uploads/The_World_of_Open_Banking_February_2023.pdf


Principles of Data 
Protection
GDPR has helped to Solidify & Clarify the key 
principles:

1. Lawfulness, Fairness & Transparency

2. Purpose Limitation

3. Data Minimization

4. Accuracy

5. Storage Limitation

6. Integrity & Confidentiality

Consent 
Related Topics 

Covered in 
Today’s specs

Area of Future 
Exploration for 
Open FinanceGeneral Data Security 

that can/should be 
covered by Open 

Finance Specs



The Power & Flexibility 
of Today’s Open 
Finance Standards
What can we do now within the available open standards?



Consent: Purpose Limitation

Informed Consent & 
Opt-In for Sharing

• Precise UX 
Guidelines

• Scope is displayed 
by both DR & DP

• Granular limitation 
of purpose & 
access

• Single consent 
object per 
recipient/user/data
set

Multiple Consent 
Grant Models

• Time Limited

• One-Time

• Periodic

• Permanent

Central Management 
& Delegation

• Consent Receipts & 
Notifications

• End-to-End 
revocation

Intermediaries are 
Now Included

• Modern Specs call 
for delegation and 
full transparency of 
consent across 
multiple layers of 
service



Consent: Data Minimization

Active Task Forces 
focused on:

• Best Practices for Data 
Minimization

• Sensitive Data Exposure

Data Protection is 
Addressed in Specs:

• Minimizing Initial 
Consumer Data 
Disclosure

• Controlling Scope of 
Subsequent Disclosures

Working Groups 
Acknowledge that:

• The data sharing 
landscape is multi-party, 
so…

• Regulated or not, the 
weakest link in the chain 
will ALWAYS be the core 
issue



Security: Data Integrity & Confidentiality

Addressed by Security 
Specifications:

• Integrity => Digital 
Signature

• Confidentiality = Digital 
Encryption

• Communications using 
open standards will 
enable seamless 
integration 

Market Driven 
Ecosystems tend not to:

• Dictate how data is 
protected

• Dictate how 
Communications are 
secured

Adoption of Strong 
Security Standards will

• Offer a proven security 
profile

• Regulated or not, the 
weakest link in the chain 
will ALWAYS be the core 
issue



How Does Open 
Finance Consent 
Actually Work?
Working through the common misconceptions & knowledge gaps



Open Finance
3rd Party Data Sharing



Advanced OAuth 2 Concepts:  PAR
• Push Authorization Requests 

(PAR)
• Client pushes authorization 

request payload directly to 
authorization server (rather 
than via redirect query string 
payload)

• Client receives a URI reference 
that is relayed via query string 
payload



Advanced OAuth 2 Concepts:  RAR
• Rich Authorization Requests 

(RAR)
• Client application extends the 

payload of the authorization 
request via 
authorization_details

• This parameter provides more 
granular authorization 
capabilities than the standard 
mechanism: scope



Example: FDX Consent Flow
Data Recipient Authorization Server Consent UI Data Provider

Push Authorization Request 
(PAR) performed using Rich 

Authorization Request (RAR) 
format



Example: FDX Consent Flow
Data Recipient Authorization Server Consent UI Data Provider

Authentication is performed 
via direct interaction with 

the end-user



Example: FDX Consent Flow
Data Recipient Authorization Server Consent UI Data Provider

Consent UI gets details of 
required Consent from 

Authorization Server 

Based on details of Consent, 
the bank account 

information is retrieved 

Once All of the information 
has been gathered, the 

consent prompts can be 
rendered



Example: FDX Consent Flow
Data Recipient Authorization Server Consent UI Data Provider

User Accepts (or rejects) 
consent record

Data Recipient gets access 
token for access to relevant 

data from Data Provider



Example: FDX Consent Flow
Data Recipient Authorization Server Consent UI Data Provider

Data Recipient gets access 
to data

Data Provider API verifies 
consent record per lookup 

via Consent API
Using access token Data 

Recipient calls Data 
Provider API

14
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Example: FDX Consent Response



Additional FDX Consent APIs

https://cloudentity.com/developers/api/openfinance_apis/fdx/

https://cloudentity.com/developers/api/openfinance_apis/fdx/


What Might the Future 
Hold for Open Finance 
Data Protection?
What should we be thinking about as our ecosystems mature?



Moving Beyond Finance
Open Health

• What types of consent controls will we need to 
weave 3rd party data sharing standards into 
HIPAA?

Open Data

• Can we define standards that can be used for 
any industry?

• What about global cross-boarder 
transactions?

Taking control of Your Digital Identity

• Digital Identity provided by National/State 
Governments will bring new authorization and 
consent challenges – how will we deal with 
this?

What’s Next?



Storage Limitation
An Area for Expansion?

• Emerging/evolving regional specifications 
should begin to contemplate how this might 
be handled

What’s the issue?

• Data that is accessed once can be stored 
indefinitely
• This will certainly happen inadvertently, but will also 

be a common privacy attack vector

How can we address this?

• Watermarking?

• Self-destructive or self-locking data?

• DRM-style content encryption?

• Legislation!



Questions?


